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Subject: The Mechanisms That Can Be Used To Prevent Data Leak and Expose Our Personal Data to Hackers

According to Cheng et al., (2017) data protection is essential as it involves the safeguarding of crucial data from loss or compromise. As the amount of data created increases, the need for data protection also increases. Since information technology systems involve the creation and storage of data, data protection must be understood and practised. This topic is relevant to all people and all organizations that handle data.

Personal data is meant to be private and should not be exposed to unwarranted parties at any point without the owner's authority. When unnecessary persons access personal data, then it becomes a data breach. When a data breach occurs,  the unwarranted parties can steal the data and make some unjustified changes to the data. The results become a corruption of the databases, destruction of the databases, confidential information leakage, and the theft of intellectual property. 

Recently, the cases of a data breach are on the rise because of technological advancement and sophistication. For example, according to the Bloomberg foundation,  data beached in 2016 rose by forty percent over the previous year (Cheng et al., 2017). The costs of data breaches are also very high and may inhibit a company’s or organization’s everyday operations. It is therefore critical for businesses to beware of the threats to their data to reduce unnecessary exposure of data. It is also noteworthy for organizations to know that data only becomes a target for breach if the information is of value to the third party. The importance of business data to third parties also determines the level of risk the data poses to an organization. 

The various types of data that is eligible for data breaches include personal identification information. Such aspects of this data include social security numbers, birth dates of individuals, contact information and educational information. Financial information is also a target of a data breach. Charge card numbers, bank account details, expiry dates of charge cards as well as investment details of individuals and businesses should be safeguarded against breaches. Data hackers also target health information details like individual health conditions details, medical records, prescription drugs and treatments.  

Wagenseil (2020) warns that intellectual property is also a big target for data hackers. Competition information, Information Technology security data and legal information are also targets for data hacker. These types of information can be used by hackers to execute identity theft, for marketing, and fraud. One's Information Technology security data is the most valuable information to data hackers as it can give them access to all the other forms of information. The risks that come with data breaches, therefore call for effective methods of preventing data leak and exposure of personal data to hackers.

I believe the audience is aware of the threats of any data. For instance, a company's threat to data could be the company's employees and key stakeholders like consultants and suppliers who in many occasions, have access to the company's networking systems. The audience should also be aware that a company's treatment of its employees might influence data hacking. Unsatisfied employees can choose to leak sensitive data (Marcus, 2018). These individuals can also visit malicious websites or use a company's emails to install malware on the company's computers.

The audience is also aware of the consequences of data hacking. As such, there are regulations for data hacking and involve legal procedures for making notifications when data breaches occur and the penalties for the breaches. These regulations also differ from country to country, although there are international legal regulations governing data protection. These regulations further define the type of data on which notification should be made when it is breached and the authority which should be notified of the breach. The audience is also aware that there are costs and legal penalties as well as compensation for damages caused in case a data breach occurs. Data hacking also results in lawsuits which companies and businesses should be ready to handle should data hacking arise. 

Riedy and Hanus, (2016) note that data hacking additionally compromises the reputation of a company. Contractual obligations and any planned sale of a company could also be impacted by data hacking as it recently happened with Yahoo purchase by Verizon. Companies should therefore be on the lookout for data hacks who may expose its business strategies to the company's competitors as it may make it impossible for the company to survive the competition. The competitors could take advantage of and sell similar goods at a lower practice. 

This paper shall be answering the questions of how data hacking occurs, how a company or an individual realizes that data has been breached as well as the legal regulations in the united states and international regulations around data hacking. The paper also details the solutions to data hacking as well as offers recommendations on how individuals and companies can secure their data to prevent data leaking and data breaching. These aspects are comprehensive of all the issues around data breaching and shall help the audience understand what data breaching is and ways of protecting themselves (Thomas et al., 2017).

How organizations can keep perimeter security for data protection in place, specific data-centric solutions that can help organizations control who accesses individual files shall also be discussed in detail. Encryption is a control measure to a data breach, shall also be addressed, including the way people can do the good encryptions. 

I intend to review many peer-reviewed articles on data hacking and control measures. I shall also access various databases with information on data security.
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